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What do developers actually do to 
develop secure applications?

• “Security tools generally see poor adoption by developers” [1]

• having poor warning messages 

• interrupting workflow 

• having too many false positives

• not providing enough support for teamwork

• ….

17

[1] Tahaei, Mohammad, and Kami Vaniea. "A survey on developer-centred security." 2019 IEEE European Symposium on 

Security and Privacy Workshops (EuroS&PW). IEEE, 2019.
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What do developers actually do to 
develop secure applications?

• “Security tools generally see poor adoption by developers” [1]

• Lack of common terminology

18

How can we enhance what developers currently do?

What terms do developers use?

[1] Tahaei, Mohammad, and Kami Vaniea. "A survey on developer-centred security." 2019 IEEE European Symposium on 

Security and Privacy Workshops (EuroS&PW). IEEE, 2019.
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… reuse third-party components?
1. Scenario

… want to establish an automatic build and publishing

process?2. Scenario

… realize that there is a new version of a third-party 

component available?3. Scenario

… rely heavily on a third-party component for which a 

vulnerability is reported and no patch is available?4. Scenario

What security considerations do developers make when they …
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I1 I2 I3 I4 I5 I6 I7

Practical Experience in Software 

Development/Engineering
40 30 4 15 7 25 14

Familiarity with Security 4 3 3 4 3 5 4

D
o

m
a
in

Academia X X

Industry X X X X X X

Open Source X X X X X X X

R
o

le

Contributor X X X X X

Maintainer X X X X X

SW Architect X X X X X

SW Developer X X X X X X X

Tester X
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I1 I2 I3 I4 I5 I6 I7

Team Size <10 <10 <10 <10 <10 <50 <10
S

o
ft

w
a
re

 T
y
p

e
s

Analysis Tools X X X X

Data Management / 

Database
X X X X X X

Game X X

Library X X X X X

Machine Learning / AI X X

Web Application X X X X X X

Other X X X
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General results for the scenarios

• Ad-hoc decisions based on the current context

• Usually, there are no predefined processes/rules/guidelines on how to handle security-related 
tasks

• Enterprise environment: 

• Documents with security specifications (password policies)

• Code audits by security specialists

• Limited use of tools

• Too noisy/lack of prioritization

• Lack of trust

23
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… reuse third-party components?
1. Scenario

What security considerations do developers make when they …

• Proxy metrics to assess the trustworthiness

• How active is the community? 

• Maintenance, frequency of new releases, response time

• How many other projects use the component?

• How many dependencies does a component have?

• Who are the developers?

• What tools do the developers use?

• Dependapot, automatic build process

• …
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… reuse third-party components?
1. Scenario

What security considerations do developers make when they …

• Proxy metrics to assess the trustworthiness

• Considerations depend on the current context

• Should I implement a functionality or use a third-party component/library?

• Is sensitive data involved?

• To what extent are the users of my software affected by possible vulnerabilities?



2024-10-2926

… want to establish an automatic build and publishing

process?2. Scenario

What security considerations do developers make when they …

• Trust CI/CD pipeline

• Build locally and publish the artifact

• Build his own snapshot of third-party components 



2024-10-2927

… realize that there is a new version of a third-party 

component available?3. Scenario

What security considerations do developers make when they …

• Always update immediately

• Avoiding updates unless there are security issues or a bug that affects own code 

• Depending on the trustworthiness of the maintainer and correct semantic versioning

• Immediate update of bugfixes

• Bigger updates as part of their own release cycle

• Check changelog

• Check commits to assess changes

• More concerned with breaking changes than security aspects



2024-10-2928

… rely heavily on a third-party component for which a 

vulnerability is reported and no patch is available?4. Scenario

What security considerations do developers make when they …

• Actions depend on the exploitability of the vulnerability 

• Vulnerabilities that affect users are prioritized

• Developer dependency vs runtime dependency

• Situation-dependent assessment of potential solutions 

• Look for an alternative component/library

• Look for workaround

• Look for a version that is not affected

• Try to fix the vulnerability

• Contact authors and ask about their timeline to fix the vulnerability
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Security Policies

29 All statements were adjusted to improve readability

• ”My definition of the term is just an in-place document that describes how we respond to security 
incidents and vulnerabilities.”

• ”Password combination rules or other guidelines related to security you need to enforce in your 
work […] access to VPN, […] who could actually change, e.g., information on GitHub.”

• ”Security policy is a checkable set of rules that can be enforced to ensure a security posture is 
maintained.”

• ”A checklist you use to verify a decision about, for instance, pulling in dependencies.”

• ”I think it's a set of rules, and if I adhere to the rules, then the software I build and deploy meets a 
certain security standard.”
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What did we learn?

• Developers use proxy metrics to assess trustworthiness.

• How can we automatically provide these metrics?

• There are different definitions for security policies, but they all represent a nuance of security 
guidelines.

• How can we classify security policies?

• The majority of the interviewees were very experienced developers who had established their own
best practices for our study scenarios.

• How can we assist inexperienced developers to follow these practices?

30
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